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Objective:

Motivated and detail-oriented Cybersecurity Professional with hands-on experience in
vulnerability assessment, penetration testing, mobile application security, and security audits,
including banking and financial systems. Certified in advanced offensive security and ethical
hacking, with a proven track record in bug bounty programs and responsible disclosure, helping
organizations identify and remediate critical vulnerabilities. Seeking a Security Analyst role in a
forward-thinking organization to apply technical expertise and strengthen overall security posture.

Technical skills:

Vulnerability Assessment and Penetration Testing
Languages: Python, Bash Scripting (Automation)
Networking

Web & Mobile Application Security Testing
Linux

GitHub

AWS (Amazon Web Services)

Burp Suite

Nessus

Mobile Security: MobSF, Frida, Apktool
Metasploit

Nmap

Wireshark

Behavioral skills:

Leadership

Team Player

Great Communicator
Disciplined and Punctual
Strategic Planning

Educational Qualification:

BCA:

- Specialization: Cloud Technology and Information Security
- Percentage Obtained: 76%

12th:

- Stream:PCM

- Percentage Obtained- 75%

10th:

- Stream: General

- Percentage Obtained- 70%



mailto:satyampawale6@gmail.com
https://www.linkedin.com/in/hackersatty/
https://hackerone.com/hackersatty

Professional Experience:

Security Analyst —
Innowave IT Infrastructures Limited (On-Site)
February 2025 — Present

Performed Vulnerability Assessment and Penetration Testing (VA/PT) for over 20+ critical
clients, including banks, financial institutions, stock brokers, and enterprise-level companies.

Conducted end-to-end testing of web and mobile applications, internal infrastructure, APls, and
cloud environments, focusing on business-critical systems.

Delivered detailed audit reports aligned with compliance standards (ISO 27001, RBI, SEBI) and
helped clients close high-risk vulnerabilities.

Led testing on high-impact targets, ensuring minimal risk exposure and enhancing overall
security posture.

Worked directly with client teams to explain impact, reproduce issues, and guide secure
remediation practices.

Specialized in banking and financial audits, identifying logic flaws, misconfigurations, insecure
integrations, and data exposure risks in production-grade systems.

VAPT Intern
Cyraacs

August 2024-December

Conducted in-depth vulnerability assessments and penetration tests for various web and mobile
applications.

Collaborated with teams to develop and implement remediation strategies for identified
vulnerabilities.

Prepared detailed reports with actionable recommendations, improving client security posture.

Strengthened hands-on experience with tools such as Burp Suite, Nessus, and Nmap in real-
world scenarios.

Independent Security Researcher
Remote
January 2024 — Present

Found vulnerabilities in HackerOne programs, earning awards and badges from companies
such as Eero, Kiwi, Yoti, Tari, Zomato, k3s, Avalara, Topcoder, Wellsfargo, and ABB.
Featured in HackerOne Researcher Spotlight for outstanding bug hunting.

Reported numerous vulnerabilities, with many acknowledged as valid but marked as
duplicates, reflecting my thoroughness and accuracy in identifying issues.

Delivered high-quality vulnerability reports, enhancing cybersecurity.

Recognized in HackerOne Hall of Fame for significant contributions to the security
community.

Continuously updated skills with the latest security trends.

Cybersecurity Intern
Remote, Skillvertex
August 2022 — September 2022

Developed detailed reports on cybersecurity tools and techniques.
Conducted a comprehensive VAPT project on Windows, including detailed findings and
recommendations.



Collaborated with peers to deepen understanding of cybersecurity concepts.
Applied various tools and methodologies in practical projects.

Certifications:

Web Application Penetration Tester eXtreme (eWPTX) —
elearnSecurity

Certified AppSec Pentester (CApen)
Secops Group

Cybersecurity Certification

Skill-Vertex

Certified Ethical Hacker (CEH)

Techunique Academy

Introduction to Dark Web, Anonymity, and Cryptocurrency
Codered

Ethical Hacking Essentials (EHE)

EC-Council

Projects:

Vulnerability Assessment and Penetration Testing

Conducted thorough security assessments on various platforms to identify and address
vulnerabilities.

Automation Tool Development

Created automation tools using Bash scripting and Python to enhance vulnerability
discovery.

Securing and Testing Website Hosting on AWS

Analyzed XSS, CSRF attacks, and S3 bucket security for website hosting on AWS

Hobbies:

Football: Engaged in competitive football, showcasing teamwork, strategic thinking, and
physical fitness.

Reading Books: Passionate reader with a focus on expanding knowledge and understanding
diverse perspectives.

Chess: Skilled chess player, developing strategic thinking, problem-solving abilities, and
patience
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