NIDHIN M

Security Analyst

Profile

nidhinctk2002@gmail.com | +91 8547154279

Alappuzha, Kerala

| am a beginner cybersecurity enthusiast with a basic understanding of network security and threat detection. |
have been trained in using SIEM tools and responding to security incidents. | am familiar with firewalls, endpoint
protection, and vulnerability scanning. | am a quick learner with strong analytical skills and eager to begin my

career as a Security Analyst.

Education
Certified SOC Analyst

Redteam Hacker Academy

June 2025 — Present | Thiruvananthapuram, Kerala

Learning the SOC concepts and infrastructure security

B.Tech

Government Engineering College,Barton Hlll
November 2021 — May 2025 | Thiruvananthapuram, KERALA

Completed btech in Information Technology

Higher Secondary
Mattom St:John's HSS

June 2018 — May 2020 | Mavelikara,Alappuzha

Skills

Vulnerability Assessment

Splunk

Cybersecurity Fundamentals

Team collaboration and
communication

Languages

Malayalam

Linux

Networks

Eagerness to learn and adapt

Wireshark

Windows

Problem-solving and logical
thinking

Python(Basics)

Burpsuite

English



Certifications and Courses

Cybersecurity Fundamentals
IBM SkillsBuild

Virtual Job Simulation
Mastercard(Forage)

Splunk Engineer(Badge)
Let's Defend

Projects
Log analysis using splunk in ubuntu server
Integrated Splunk with ubuntu server and analysed the wordpress login activities.

Network traffic anlaysis using Wireshark

Done network traffic analysis using Wireshark, focusing on capturing and analyzing packets to detect security
threats.

Vulnerability Assessment and Reporting

Conducted a comprehensive vulnerability assessment on a Joomla-based web application (DC-3) using Tenable
Nessus, identifying 23 vulnerabilities (Medium, Low, Info). Key findings included: outdated CMS (Joomla {3.9.11),
browsable directories, cleartext credential transmission, missing security headers (CSP, X-Frame-Options), and
Apache version disclosure.

2/72





