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Professional Summary
Endpoint Security MS defender(MDE), Email security Specialist with 5+ years of experience managing and
securing enterprise endpoints using Microsoft Defender (MDE), BitLocker. Skilled in patch management,
compliance reporting, and reducing endpoint-related incidents.

Education
Chaudhary Charan Singh University July 2015 - April 2018
Bachelor of Computer Application Meerut, Uttar Pradesh
RNTVP Inter College April 2014
12th Senior Secondary (PCM) Saharanpur, Uttar Pradesh

Experience
Wipro March 2022 – Present
Security Analyst Gurgaon, Haryana

• Primary client is Nokia
• Endpoint Protection Solutions: Expertise in deploying and managing endpoint security tools such as Microsoft

Defender for Endpoint, Symantec Antivirus, and BitLocker.
• Encryption: Skilled in implementing and managing encryption solutions like BitLocker to ensure data protection

across devices.
• Malware Analysis: Experienced in conducting malware analysis and employing antivirus solutions to prevent and

remediate infections.
• Threat Detection and Response: Proficient in identifying, analyzing, and mitigating security threats using advanced

MS Defender For Endpoint (MS Defender-MDE) systems.
• Monitored and handled phishing/spam emails, implemented security rules using Microsoft Defender, and supported

users with email security issues.
• Incident Response: Experienced in leading incident response efforts to quickly contain and mitigate security

breaches on endpoints.
Total It Global June 2021 – March 2022
L2 Desktop Support Engineer & Endpoint Specialist Gurgaon, Haryana

• Primary client was GSK India PVT Limited
• Analyze network flow data for anomalies and detect malicious network activity
• Check window updated patch file via Intune application.
• Provide bit-locker key to team. Endpoint security, Check compliance every machine.

Future Focus Pvt Ltd. July 2019 – June 2021
L1 Desktop Support Engineer Gurgaon, Haryana

• Primary client was IBM India PVT Limited
• Analyze network flow data for anomalies and detect malicious network activity
• Provide bit-locker key to team. Endpoint security, Check compliance every machine.
• Enforced GPO-based policies to meet security baselines across user endpoints.
• Drafted basic security reports and collaborated with seniors to escalate unresolved security concerns.

Certifications
AWS Cloud Practitioner Certified Globally
CEH (Certified Ethical Hacker) Certified Globally

Technical Skills
EDR Endpoint Security: Microsoft Defender, BitLocker, Symantec AV, SIEM(Azure Sentinel)
Operating System: Windows, Kali Linux, Ubuntu, Parrot OS.
Information Security Compliance:ISO 27001:2022 Transition, TPRM, GRC, Audits (Internal).
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