KRISHNADAS PV

krishnadaspvé@outlook.com | +919207014347

https://www.linkedin.com/in/krishnadas-p-v/

EXPERIENCE

EHACKIFY RESEARCH | SECURITY CONSULTANT/RESEARCHER
March 2023 - Present |Ernakulam, Kochi

o Conducted security analyses,Web application Penetration testing ,Network Penetration testing And Active directory
Penetration testing

¢ Conducted comprehensive security assessments and audits to identify vulnerabilities and risks

¢ Developed and implemented security policies, procedures, and protocols to safeguard data and systems.

» Conducted penetration testing and vulnerability assessments using various tools and techniques.

e 5+ Red Team Simulation Lab Development

* Played a pivotal role in the establishment of the Red Team lab, contributing to the creation of a cutting-edge
environment for simulating real-world cyber threats and attacks

o Collaborated with senior team members to design and set up the infrastructure necessary for comprehensive red team
simulations, focusing on enhancing the organization's cybersecurity resilience.
e AD Threat Detection System Project
o Actively participated in developing and implementing the AD (Active Directory) Threat Detection System, a
critical initiative aimed at fortifying the organization's defenses against evolving cyber threats.

o Conducted extensive research and analysis to identify threats and vulnerabilities within Active Directory environments.

e Engaged in the execution of various Active Directory attacks within controlled lab environments to validate and refine
detection methodologies.

e KERALA POLICE DOME CTF KKD 2023

e This involved designing challenges covering diverse cybersecurity areas such as OSINT, cryptography, steganography,
reconnaissance, privilege escalation, persistent connections, and audio spectrograms. My contributions facilitated
engaging learning experiences for participants while honing my technical skills and adaptability to emerging platforms

within the cybersecurity realm

EDUCATION

RNTU | BCA

PURSUING

ITI KANNUR | STRUCTURAL WELDING DIPLOMA
2020-21

GOVTHSS Morazha | Higher Secondary School

2019-20

CERTIFICATIONS&
ACHIEVEMENT

*HACKTHE BOX PRO LAB DANTE

e Advanced Penetration Tester (eAPT)
Ehackify Cybersecurity Research & Training «CVE-2024-0247 | CVE-2024-0194
2022
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TECHNICALSKILLS

e Activedirectory Penetration Testing e Network Penetration Testing * Web Application Penetration Testing

*\Windows server 2019 « OWASP TOP 10
FAMILIARIZEDTOOLS
e Burp Suite e« Metasploitable Framework e Wireshark ¢ Nmap e Nessus ¢ OpenVas

* Sgl map e Cobaltstrike « Responder

SOFTSKILLS

o Communication e« Team Work e Problem solving « Ability to efficiently learn new things

» Networking
LANGUAGE

English, Malayalam
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