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SUMMARY

VAPT Specialist skilled in security assessments, ethical hacking, and vulnerability management.
Proficient with tools like Nessus, ZAP, Nmap, and Linux-based penetration testing. Focused on
threat analysis, risk mitigation, and enhancing security postures through proactive testing and
compliance. Dedicated to safeguarding systems and networks in a dynamic cyber landscape.

EXPERIENCE

Vedang Innovative IT Transformation Pvt Ltd May-2023 - Aug 2024
» Network Security Engineer

| specialize in identifying and mitigating cybersecurity threats using advanced tools and techniques
to protect systems from attacks like DDoS, malware, and unauthorized access. My hands-on
experience with tools like Metasploit and Nessus, combined with expertise in port scanning, data
recovery, and proactive security measures, allows me to effectively secure IT infrastructures.

Amee CyberTech Aug -2024 - Present

« VAPT Enginer - Jr Pentester

Performed end-to-end Vulnerability Assessment & Penetration Testing (web, mobile, network, ICS)
using tools like Nessus, Burp Suite, ZAP, Nmap, Metasploit. Conducted manual & automated
security testing, source code reviews, and red team simulations for NSE/BSE registered and
industrial clients. Delivered PoCs, risk reports, and remediation guidance aligned with OWASP,

NIST, and ISO 27001 standards, ensuring security hardening and compliance.

CERTIFICATIONS

» Certified Penetration Testing Engineer (CPTE) - Issued by Mile2 (USA) Current
Expert in network and web app penetration testing, vulnerability exploitation, and security
remediation using tools like Metasploit and Nessus.

» Certified Professional Ethical Hacker (CPEH) - Issued by Mile2 (USA) Current
Expert in penetration testing, vulnerability assessment, and threat mitigation using tools like
Metasploit,Burpsuite and Nmap to secure systems and networks.

» Certified Threat Intelligence Analyst (CTIA) - Issued by Mile2 (USA) Current
CTIA (Certified Threat Intelligence Analyst) is a credential that validates expertise in gathering,
analyzing, and leveraging cyber threat intelligence to detect and mitigate potential security
risks.

» Certified Vulnerability Assessor(CVA) - Issued By Mile2 (USA) Current
CVA (Certified Vulnerability Assessor) is a certification that validates foundational skills in
identifying, analyzing, and reporting vulnerabilities in networks, systems, and applications to
improve security posture.
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» Certified IT Principles (CITP) - VIIT Jan-2025
Proficient in core IT concepts, including system security, data protection, network
fundamentals, and IT infrastructure management to ensure efficient and secure technology
operations.

» Certified Network Principles (CNP) - VIIT Nov-2024
Skilled in networking fundamentals, including secure network design, protocols (TCP/IP, DNS),
and firewall configuration for robust and protected communication systems.

« Certified Operating System Technician (COST) - VIIT Sep-2024
Proficient in OS installation, configuration, and troubleshooting with expertise in system
security, access control, and secure optimization for Windows, Linux, and macOS.

» Certified Hardware Technician (CHT) - VIIT July-2024
Expert in hardware diagnostics and maintenance, with a focus on endpoint security and data
protection to safeguard systems against vulnerabilities.

PROJECT

Enterprise Security Assessment & Penetration Testing

As a VAPT Engineer at Amee Cyber Tech,
« Conducted VAPT for web applications, network infrastructure, and ICS for a NSE & BSE-
registered pharmaceutical company and industrial sectors, including back-office systems.
« lIdentified vulnerabilities, misconfigurations, and weak access controls impacting critical
infrastructure.
« Delivered detailed security reports with risk analysis and remediation strategies to enhance
organizational security.

EDUCATION
Diploma In Computer Engineering 2022

Government Polytechinc Ahmedabad (GP)
« 8.21 CGPA

SSC 2019

Shree Chanakya Vidhya Sankul
. 78%

TECHNICAL SKILLS

Vulnerability Assessment & Penetration Testing (VAPT) ,Network Security & Threat
Mitigation,Web Application Security & Exploitation,Ethical Hacking & Red Teaming,Security Risk
Assessment & Compliance,Incident Response & Forensics,Firewall & IDS/IPS Management,SIEM
& Log Analysis,Linux & Windows Security.




