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OSINT
OWASP & NIST
OS
Python Scripting
Web application security
Network Security
Active Directory
API Security

I have one year of experience in cybersecurity with a focus on penetration testing, basic scripting, and using a wide
range of security tools. I take a hands-on approach, manually testing each endpoint to find vulnerabilities rather than
relying solely on automated scans. Alongside offensive testing, I’ve also worked in SOC environments, gaining
experience in incident detection and threat analysis. My current focus is web application exploitation, and I'm actively
preparing for certifications like PJPT and PT1 to deepen my knowledge and skills. In addition to this, I’m also a CTF player
and have taken part in several Capture the Flag competitions, which have helped me build practical skills in real-world
scenarios including exploitation, reverse engineering, and forensics.

EDUCATION

EXPERIENCE

TRAVELO: TOUR RECOMMENDATION SYSTEM
Developed a website to include locals to provide services
and contribute to tourism making travel more reliable and
flexible. It also uses NLP to suggest places based on
different criteria.
SUBSCRIPTION BASED MOVIE TICKET PLATFORM
Developed a website for theatre experience more
comfortable implementing subscription plans for users.

Working on security research hence creating an education platform in various domains including Penetration
testing, SOC, Purple teaming and Incident Response.
Indulging in client side projects, understanding and providing clients with solutions to their queries.

During internship I was trained in API security and mastering postman.
Involved in project where I contributed creating attacking surface/ labs which where scenarios from real world 

 11/2023   07/2024

 09/2024   Present

Nessus - Intermediate
Burp Suite - Advanced
NMAP - Advanced
Metasploit FW - Advanced
Postman -Intermediate
Gophish - Intermediate
Shodan - Intermediate
OWASP Zap - Beginner
Splunk - Beginner

 2019 - 2024

Higher Secondary Educations
   Kendriya Vidhyalaya INS Dronacharya

 2016 - 2019

CGPA - 6.6

CGPA - 7.1

CERTIFICATIONS
Junior Penetration Tester (eJPT) - INE
INE Certified Cloud Associate (ICCA) - INE
Certified API Security Analyst (CASA) - APIsec University
Certified Network Security Practitioner(CNSP) - The SecOps group
Secure development 1001 - OpenSecurityTraining2
OWASP API Security Top 10 - APIsec University
Postman API Fundamentals Student Expert
Jr Penetration Tester - TryHackMe
Offensive Pentesting -TryHackMe
API Penetration Testing - APIsec University
Google Cybersecurity Certificate
EC-Council Network Defese Essentials(NDE)

KEY ACHIEVEMENTS

APISec University ambassador
TryHackMe - Top 4%
SaskCybersecurity CTF winner  Proficient in - English, Hindi, Malayalam

SOFT SKILLS
Attention to detail, Problem-solving, Communication, Curiosity, Adaptability, Analytical thinking

github.com/nav00neeth

PROJECTS

TOOLS

LANGUAGES

SUMMARY

PROFILES

TECHNICAL SKILLS


