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Profile

Hariprasaanth is a seasoned penetration tester with expertise in web app, API, internal network, IoT,
mobile app (Android/iOS), and thick and thin client testing. He excels in identifying and mitigating
vulnerabilities, offering tailored security solutions. Additionally, he has substantial experience in securing
multi-cloud environments. Known for his commitment to excellence and continuous learning,
Hariprasaanth effectively serves both government and global clients.

Experience

ASSISTANT SECURITY MANAGER | NeGD, MeitY | SEPTEMBER 2023 - SEPTEMBER 2024

- Conducted monthly penetration testing on staging and production websites.

- Assessed vulnerabilities and tested internal networks and AWS cloud infrastructure.

- Performed comprehensive pentesting on APIs for over 100 departments within the project.
- Performed monthly pentests on Android and i0OS mobile apps for incremental updates.

- Secured critical services including Digilocker, NeGD, TRAI, and EPFO.

PRODUCT SECURITY ANALYST | WALTANCE | SEPTEMBER 2021 - SEPTEMBER 2023

- Pentested web applications to identify and address vulnerabilities.

- Pentested network applications to evaluate and mitigate security weaknesses.

- Pentested APIs to uncover and resolve vulnerabilities in data exchange mechanisms.
- Pentested desktop and cloud environments to ensure robust security assurance.

- Pentested Android and i0S ecosystems to ensure resilience and security.

- Analyzed publicly available information to uncover potential risks.

- Effectively communicated findings and security assessments.

Education

BACHELOR OF TECHNOLOGY IN INFORMATION TECHNOLOGY | AUGUST 2021 | VEL TECH
HIGHTECH ENGINEERING COLLEGE, CHENNALI, INDIA

Certifications

CompTIA Security+

CompTIA CYSA+

AWS Certified Security - Specialty

Microsoft Certified: Azure Security Engineer Associate
Professional Cloud Security Engineer Certification
Certified API Security Analyst

Practical Malware Analysis & Triage
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Skills & Abilities
PENTESTING SKILLS: PROFICIENT IN:

o Web Application Penetration Testing o Red Teaming
Network Penetration Testing (Internal/External) o Reverse Engineering
o loT Penetration Testing o Malware Analysis
o API Penetration Testing o Vulnerability Assessment
o Mobile Application Penetration Testing (Android/i0S) o Network Security
o Application Penetration Testing (Thick/Thin Client) o Digital Forensics
o Cloud Penetration Testing (AWS/Azure/GCP) o OSINT
Profiles

o GitHub - https://github.com/Hari-prasaanth
o LinkedIn - https://www.linkedin.com/in/hariprasaanth/


https://github.com/Hari-prasaanth
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