(Aman Malik)

NEW DELHI, India 110043 4+91 (7428686775) % (aman90894@gmail.com)

PROFESSIONAL SUMMARY

Motivated cybersecurity professional with expertise in Security Information and Event Management (SIEM),
network security, malware analysis, incident response, and security incident handling. Skilled in utilizing
tools like IBM Qradar, Nessus, and Nmap to identify and mitigate vulnerabilities. Seeking an opportunity to
leverage my potential and contribute to the growth of the organization.

SKILLS

Security Information and Event Management (SIEM): Proficiency in working with SIEM tools like IBM
Qradar, to analyze and correlate security event data.

Network Security: Knowledge of firewalls, routers, switches, and other network security devices to
ensure proper configuration and monitoring for potential threats.

Malware Analysis: Understanding of malware behavior, reverse engineering, and the ability to analyze
malicious code to identify potential threats.

Incident Response: Familiarity with incident response procedures and ability to investigate and mitigate

security incidents effectively.

Security Incident Handling: Ability to handle security incidents efficiently and follow incident response
procedures.

Familiarity with tools like Nessus and Nmap to identify and remediate vulnerabilities in systems and

Application.
TOOLS
SIEM: Qradar *\/IRUSTOTAL
NMAP *REMNUX
DEEPBLUE CLI *WIRESHARKE
SNORT *NESSUS
REGISRTY EXPLORE o MALWARE SANDOX

WORK HISTORY

Role: Soc Analyst(L1)
Soffit Infrastructure Services (P) Ltd.
From: 7/2023-Present



e Monitoring, Analysing and Responding Alerts.
Documentation of Incident Response.
Preparing and sharing Tool Health report using QDI (Qradar development Intelligence)
Working ondaily and weekly Reports.

Incident handling using ServiceNow ITSM tool.
EDUCATION

Master of Computer Application 2015 -2018
(R C Institute of Technology, GGSIPU, New Delhi)
Bachelor of Computer Application 2012-2015

(Jaipur National University, Rajasthan)
GVPS (XII CBSE) 2012
(Golden Valley Public Sr. Sec. School, New Delhi)

GVPS (X CBSE) 5010
(Golden Valley Public School, New Delhi)

TRAINING AND CERTIFICATIONS

e Certified SOC Analyst from SIEM Institute.

e Certification of Qradar Analyst from SIEM Institution.

e CCNA [Cisco Certified Network Associate] from Networkbulls Institution.
e CEH [Certified Ethical Hacking] Master from EC-Council.

e Training on ServiceNow.

PERSONAL DETAILS

Father’s Name : Mr. Deep Kumar Malik (Govt. Employee)

Mother’s Name : Mrs. Neelam (Home Maker)

Address : 1-D Rail Factory Road, Dhansa Marg, Gopal Nagar, Najafgarh, Delhi, 110043
D.O.B : 9 August, 1994

Marital Status : Married

Nationality . INDIAN

Declaration:

| hereby declare that information finished above is correct to best of my knowledge and belief.

Date : Yours sincerely
Place : (Aman Malik)



