Rahul Verma

9306255235 <& vermarahul9062@gmail.com <& LinkedIn & GitHub
SUMMARY

Enthusiastic BCA student with practical experience in cybersecurity and cloud technologies. Skilled in problem-solving,
teamwork, and quickly adapting to new tools. Seeking opportunities to apply and expand my expertise in security and cloud
solutions within the tech industry.

EXPERIENCE
Cybersecurity Intern Jun 25 — Aug 25
UptoSkill Jaipur, India (Remote)

» Conducted authorized vulnerability assessments on web applications to identify security weaknesses.

» Discovered and documented OWASP TOP 10 vulnerabilities, including SQL Injection ( SQLi ),Cross-Site Scripting
(XSS), and Cross-Site Request Forgery (CSRF).

» Utilized tools like Burp Suite to manually test for and exploit vulnerabilities.

PROJECTS

Phishing Detection Link
o « Engineered a phishing simulation platform to proactively identify security awareness vulnerabilities.
« Demonstrates practical understanding of social engineering tactics and defensive measurement strategies.
Pentest-Reportal Link
» « Engineered a full-stack application to solve a key pain point in the penetration testing lifecycle: report generation
» Features a centralized dashboard for managing multiple clients and assessments, improving the organization and re-
usability of common findings

SKILLS

Penetration Testing Web Application (OWASP), Host (Windows &Linux), Network
Tools Nmap, Metasploit, Wireshark, Burp Suite, Dirbuster, Hashcat, Nikto
Language HTML, Python, C++ Fundamentals

CERTIFICATIONS

eJPT, INE Nov 24
Offensive Security Operations, Cybrary

OPSWAT Network Security Associate, OPSWAT Academy

Cyber Security, Skillup by Simplilearn

Introduction to Cloud, IBM

Cloud Essentials, IBM

EDUCATION

BCA in Cloud , JECRC UNIVERSITY _ Present
Jaipur, India

12th, ROYAL PUBLIC SCHOOL Fatehabad, India

10th, ROYAL PUBLIC SCHOOL Fatehabad, India

AWARDS

Top 5% Global Ranking
TryHackMe


tel:9306255235
mailto:vermarahul9062@gmail.com
https://linkedin.com/in/rahul-verma-3874142a7
https://github.com/Rahulverma102
https://deep-phishingg.vercel.app/
https://pentest-reportal.vercel.app/

