SWAPNIL SUNIL CHAUBEY

Cybersecurity and Network Security
(+91)9130190344 Professional Swapnil Chaubey | LinkedIn
Pune, Maharashtra, India
chaubey.swapnil369@gmail.com

SUMMARY
Certified Ethical Hacker (CEH v13) with strong foundational knowledge in cybersecurity, network security, threat
detection, and incident response. Experienced in working with SIEM tools, firewall appliances, and various
cybersecurity methodologies. Proven track record of handling real-time security incidents in enterprise
environments. Quick learner with a passion for continuous improvement in fast-paced settings.

TECHNICAL SKILLS
Cybersecurity:
Ethical Hacking, Penetration Testing, Vulnerability Assessment (VA)

Network Scanning, System Hacking, Malware Analysis

Social Engineering, Session Hijacking, Cryptography
DoS/DDoS Attacks, SQL Injection, IDS/IPS Evasion

Tools & Technologies:
e Splunk, Nessus, Metasploit, Nmap, Wireshark, Putty

e  Cisco Routers/Switches, Cisco Packet Tracer
) MySQL Workbench, VS Code, Jira, Excel, John the Ripper, Hashcat

Operating Systems:
e  Windows OS, Linux (Ubuntu, Parrot OS, Red Hat), Mac OS, Cisco 10S

Programming & Databases:
° C, C++, Core Java

e  MySQL, DBMS

TECHNICAL EXPERIENCE

Network Security Engineer | Wipro Pvt. Ltd. Pune Aug 2023- Present
e  Monitored security events via SIEM (Splunk) to detect/respond to threats.

e  Conducted triage and analysis of alerts/logs across devices and systems.

e  Collaborated with teams to optimize SIEM use cases and improve detection accuracy.
e  Assisted in client-facing incident investigations and WAF configurations.

e  Supported RSA integration and server configuration for enhanced security.

Network Security Engineer | TechnoKraft Training and Solutions July 2019- Nov 2020
e  Configured Cisco routers/switches; implemented VLANs and routing protocols.

) Maintained computer networks including firewalls, hardware, and software.
e Applied TCP/IP, UDP, and subnetting to manage network infrastructure.

Linux System Administrator | TechnoKraft Training and Solutions April 2017- April 2018
e Installing and configuring Linux systems including back-end databases and scripts

° Performing system maintenance by reviewing error logs
e Creating System backups
e Monitoring system performance to prevent slowdowns and crashes
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CERTIFICATIONS & TRAINING

e  Certified Ethical Hacker (CEH v13) — EC-Council

e  Cisco Certified Network Associate (CCNA) — Training Completed

e  Red Hat Certified System Administrator (RHCSA) — Training Completed
e  Red Hat Certified Engineer (RHCE) — Training Completed

e  Completed Training in C, C++, and Core Java

AWARDS & RECOGNITIONS

° Impact Player Award — Wipro Project Manager, Pune.

e Special Appreciation Email — From client (Dollar Tree Stores) & Senior Director, Wipro, for service
excellence.

EDUCATION

e  M.Sc. in Cyber Security — Swansea University, United Kingdom | 2021 — 2022
e  B.Tech in Computer Science — Pravara Rural Engineering College, Loni, India | 2019
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