Saurabh Sudhir Shinde

(shindesaurabh002 @gmail.com)
Contact No: 7507519141
Location: Pune

Career Objectives

Looking for a position in MFA and SSO space where | can contribute to the areas of challenging technical environment demanding skill
set in technical infrastructure and team building skills at all levels. Also interested in working with the project having languages like JAVA
and OOPs. Proven ability as a resourceful coordinator, quick to learn new skills in fast paced IT environments.

Certified Skills

Skill Details: Java Microservices, Cloud Fundamentals, Relational Databases, Software Testing Essentials, Agile Development, Swagger,
TDD For Angular

Technical Competencies

Programming Language: C, C++, Java
Tools: Ping federate, Ping directory, Microsoft Azure, Service Now, Security Console, Operation console, SecurlD cloud, etc.

\Education Details

Qualification/ Discipline Education Institution University Year of

Degree Completion

High School High School N M Joshi Goregaon, Raigad Mumbai Divisional board | 2014

Diploma Electronics & Institute of Petrochemical Engg, Dr BATU university Lonere,| 2017
Telecommunication Lonere, Raigad Raigad

B.E. Electronics & AISSMS College Of Engineering Pune | Savitribai Phule Pune 2021
Telecommunication University

Projects Experience Summary

Project Name IAM MFA and SSO
Organization Mphasis

Position Cybersecurity Analyst
Experience 3.5 years
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Description:

| am professional with expertise in Azure AD, RSA Authentication Manager and Ping

Identity solutions. Skilled in managing access controls, troubleshooting authentication
issues and executing RSA Authentication Manager and PrimeKit upgrades.

» PingFederate (SSO)

A.

PingFederate Implementation: Configured PingFederate as an Identity Provider (IdP)
and Service Provider (SP) for SSO integrations using SAML, OIDC, and OAuth
protocols.

Customized authentication policies, token lifetimes, and attribute contracts to meet
specific application requirements.

Facilitated implementation of application onboarding across various protocols such
as SAML, Oauth and OIDC, working closely with application owners and development
teams.

Implemented multi-factor authentication (MFA) using PingID and integrated it with
corporate VPN, cloud apps, and admin portals.

Ping Directory Monitoring: Performed regular ping tests to monitor network
connectivity and troubleshoot connectivity issues, ensuring optimal performance of
critical infrastructure

= Microsoft Azure Active Directory (SSO/MFA)

A.

Facilitated implementation of application onboarding across various protocols such
as SAML, Oauth and OIDC, working closely with application owners and development
teams.

Skilled in implementing and troubleshooting Multi-Factor Authentication (MFA),
conditional access policies and Single Sign-On (SSO) across enterprise applications.
Experience in troubleshooting Microsoft authentication related issues including
Azure AD sign-in failures, MFA challenges and conditional access policy conflicts.
Proficient in using Azure AD Sign-In logs, Audit logs and Microsoft Entra tools in-
depth troubleshooting and reporting.

= RSA SecurlD (MFA)

Hands on experience in resolving RSA SecurelD related issues.

Conducted system health checks and performed regular backups in RSA to ensure
system integrity and stability.

Generated and maintained various reports including weekly and monthly
summaries, to monitor system performance and provide insights.

Performed end-to-end RSA Authentication Manager server version upgrades,
including planning, execution, validation and post upgrade support.

Upgraded PrimeKit server versions ensuring minimal downtime, system integrity and
seamless business operations.
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Responsibilities: = 1. Worked as RSA MFA administrator
= 2. SSO Administrator.
= 3. Microsoft Azure administrator.
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