KALPESH DHAMANSE

SOC ANALYST | ETHICAL HACKER | SECURITY ENTHUSIAST

CONTACT

. +91 7875978950

N\ Dhamansekalpesh04@gmail.com
Q@ Dombivali -421201

ity linkedin.com/in/kalpesh-dhamanse

w

https://github.com/Kalpeshdhamanse

SKILLS

Network & Infrastructure:

. TCP/IP, Subnetting, DNS, DHCP,
NAT

« Router & Switch Configuration

- LAN/WAN

« Network Troubleshooting

« Wireshark, Nmap
Cybersecurity Tools:

« SIEM Monitoring,

o Log Analysis,

« SOC Tools

« Burp Suite,

« Metasploit,

« OWASP Top 10

« Basic Vulnerability Assessment
Operating Systems & Scripting:

« Linux , Windows

« Python (Basics),

. Git/GitHub

INTERNSHIP
EXPERIENCE

« Cybersecurity and Ethical hacking
Tamizhan Skills| Remote
[June 2025] - [July 2025]
« Cybersecurity Intern
DevTown | Remote |
[Nov 2023] — [March 2024]
. Ethical Hacker
Internshala | Remote |
[Aug 2023]-[Jan 2024]

LANGUAGES

. English
. Hindi
. Marathi

e PROFILE

Cybersecurity graduate with hands-on experience in penetration testing
labs, CTFs, and real-world tools such as Metasploit, Burp Suite, and
Wireshark. Adept in SIEM monitoring, network scanning, and incident
analysis. Actively seeking a Red Team or SOC Analyst role to apply
offensive security skills and grow in a cybersecurity career.

® PROJECTS

O

o

O

Suricata IDS/IPS — Network Security Implementation
. Deployed and configured Suricata on Kali Linux for real-time network
monitoring.
« Wrote custom detection rules in suricata.yaml and analyzed packet logs for
suspicious traffic.
. Tools: Suricata, Wireshark, Linux CLI

Jangow - Capture the Flag (CTF) Challenge

. Exploited vulnerabilities including Dirty COW and misconfigured
services.

« Boosted enumeration by 30% using automated scripts.

« Tools: Nmap, Dirb, Bash, FTP

Bluemoon - Penetration Testing Lab
« Identified and exploited multiple vulnerabilities to gain root access in a
simulated environment.
« Performed network scanning, FTP credential exploitation, SSH brute-force
using Hydra, and privilege escalation using Docker group misconfiguration.
« Tools: Nmap, Gobuster, Hydra, Metasploit, Docker, Linux

EDUCATION

B.E. Information Technology 2021 - 2024
Konkan Gyanpeeth College Engineering

GPA: 6.83/10

Diploma In Computer Engineering 2019 - 2021

P.K. Technical Campus, Pune
Percentage:- 80%

@ CERTIFICATIONS

0 SOC Level 1 & 2 Certification — Cyber Frat, Certificate ID: CF/SOC/063

o

o

o

Certified Ethical Hacker — Exam Passed, Awaiting Certificate

Certified Web Penetration Tester - Exam Passed,Awaiting Certificate

Cyber Security Training - DevTown

Self-Paced Cyber Security Course - DevTown



