Shweta U. Bhatia

Email: swetabhatia@gmail.com
Phone: +91-9892970464
Current Location: Mumbai
Notice Period: Immediate Joiner

Career Objective:

To secure a position and be a part of progressive organization that gives scope to enhance my knowledge and skills, which
can be used for the organizational growth and personal growth and contribute to the organization success.

Summary:

e 6.8 years of total experience in IT profession and 5.3 years in information security, including hands-on
experience with security assessments, incident response and leading a client project team.

e Having Experience in Application Security assessment based on OWASP security standards and have handled
projects on Security Assessment of various Web Applications, Mobile Applications, API Testing, SCA,
SAST, DAST, Threat Modeling, Checkmarx and Network VA/PT for leading Financial organizations,
Insurance Domain, Banks & Government projects.

e Very well aware of the various manual and automated security tools some of those include:
> Network VA/PT:- Nmap, Nessus Tenable, Nikto, Metasploit Framework, Dirbuster
> Web Application VA/PT:- Burpsuite, Acunetix, Netsparker, SQL map, Kali Linux
> Application VA/PT:- JIDGUI, MobSF, Dex2Jar, APK Tool, and many more.

e Good Knowledge on Linux, Experience in Ul page designing using CSS, HTML, JavaScript, JQuery, Asp.net.

¢ Working knowledge of Security principles, Mitigation techniques and Security solutions & technologies.

e Ateam player with good communication & analytical skills, Ensure the best possible performance, quality,
and responsiveness of applications.

Technical Skills & Competencies:

* Tools Used: Burp Suite, Dirb, Wireshark, Metasploit, Nmap, Nessus, JDGUI , MobSF , Dex2Jar and many more
» KaliLinux, Red-Hat Linux 7 (Admin), Ubuntu, Kali, Unix, Windows
* Web Servers: Apache, IS

+ Databases: Oraclellg, SQL Server, MySQL and MS Access Query Languages: SQL
+ Programming Languages: Java Script, Java, ASP.Net, HTML, CSS, Python, Angular 6, ReactJS

+ Graphics: Photoshop, Flash
+ FTP: FileZilla, CyberDuck

Total Work Experience:

+ Company: RSNTechnoHub (June 2024 to Present)

Designation: Associate Security Manager — Freelancer

» Lead a client project team, addressed vulnerability issues, assisted juniors, and coordinated with the
client on requirement.

+ Identify and document security risks and vulnerabilities, and provide recommendations for remediation.
Worked on Web App and API security testing.
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» Work together with different business units to provide security direction and assistance. Inform team
management about matters pertaining to information security.

+ Company: Synopsys Inc. (March 2022 to April 2024)

Designation: Professional Services Consulting, Sr Consultant

» Conducted comprehensive security assessments, including penetration testing, vulnerability
assessments.

» Lead a client project team, addressed vulnerability issues, assisted juniors, and conducted scoping calls
with clients.

+ Identify and document security risks and vulnerabilities, and provide recommendations for remediation.

+ Implemented security awareness training programmes for staff and promoted a culture of security
awareness throughout the organisation.

+ Collaborate with various business divisions to give security guidance and support. Advise senior
management on information security issues.

+ Company: Qseap Infotech Pvt Limited (November 2019 to February 2022)

Designation: Associate Information Security Consultant

+ Have handled projects on Security Assessment of various Web Applications, Mobile Applications, API
Testing, and Network VA/PT for leading financial organizations, Insurance Domain, Banks & Government
projects.

+ Hands-on Experience on Vulnerability Assessment, Penetration testing Hands-on Experience on Gray Box,
Black Box & White Box Testing.

* Was a part of Cyber Dirills for Indian Banks

» Provide Training on information Security to Bankers in Executive Development Programs on various
topics like VAPT, Web Security and held knowledge sharing sessions for juniors.

& Company: Infosys Limited (October 2017 to March 2019)

Designation: Operational Executive
Project 1:

* 6 Months of experience as Junior ASP.Net Developer.

< Design, build, and maintain efficient, reusable, and reliable code.
- Have worked on few task given based on client requirement.

- Usedto attend client’s calls everyday where client used to discuss about current status of
individuals tasks, time required to finish the tasks and discuss some points.

e Technologies used were asp.net, vb, C#, html, css, sql.

- Debug code and make ensure that there is no error in the code for the smooth working of the

application.
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Project 2:

« 5 Months of experience as QA Tester.

« Involvement in User Interface design using HTML, JavaScript.

« Understanding and analyzing application requirements.

< Involvement in Database design.

- Testing application in browser such as Chrome, Firefox and Internet Explorer and both IOS and
Android.

+ Company: United Software Solutions (August 2015 to September 2017)

Designation: Freelancer Web Developer

« Creating websites/a website using standard HTML/CSS practices

- Working closely with web designers and programmers to produce the website

« Ensuring there is a clear establishment of what can be created within what timeframe
« Maintaining and expanding/enhancing the website once built

« Uploading websites using FTP

Education Qualification:

Bachelor of Science in Information Technology (BSc IT), Mumbai University 2017

Certifications:

e CEH (Certified Ethical Hacker)
Certification body: EC Council
Year: 2019

Personal Details:

Date of Birth : 25t September 1996

Nationality . Indian
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