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Cyber Security Analyst

chetanrbhoyar@gmail.com | 7507474126 | Pune,India | linkedin.com/in/chetan-bhoyar-a29885191

PROFILE

A skilled and result-oriented Cyber Security Analyst with over 4.5+ years of experience in cybersecurity, working for global BFSI clients.
Performed monthly client reporting and vulnerability scanning for in-scope servers and remediated issues within time. Fixed the
vulnerabilities found in penetration testing and shared the validated report after remediation. Demonstrated hands-on experience in
SIEM, IAM, WAF, and Security Operations (SOC) tools. Received multiple awards and recognition for outstanding performance and
innovation. Aspires to advance in the cybersecurity domain by leveraging a comprehensive skill set to provide innovative solutions to
complex security challenges.

PROFESSIONAL EXPERIENCE

Tata Consultancy Services, Cyber Security Analyst 2021 - present | Pune, India

Roles & Responsibilities:

Vulnerability Management, Detection and Assessment (Qualys, CrowdStrike, Imperva, LogRhythm) :

¢ Managed a vulnerability portfolio of over 5,000 servers, identifying and remediating 95% of critical vulnerabilities within 30 days of
discovery.

« Directed and protected a fleet of over 14,000 servers using CrowdStrike, achieving a 99% compliance rate.

¢ Detected and mitigated 50+ risks through advanced detection and alert mechanisms, applied variable host groups regularly, and
included exclusions to optimize performance while maintaining complete threat coverage.

¢ Onboarded and managed over 25 unique URLs on the Imperva Web Application Firewall.

e Enforced robust security policies and tailored redirection rules on WAF, alleviating 120+ potential cyber threats monthly.

e Directed the LogRhythm SIEM environment comprising approximately 80 collectors, overseeing security for 15,000 Unix and Windows
servers.

¢ Conducted daily analysis of 25+ network and user logs, including RSA, leading to identifying 5+ potential threats and subsequently
implementing syslog and firewall rules that significantly strengthened the security posture.

¢ Conducted monthly targeted and comprehensive vulnerability and policy compliance scans, resulting in an average 20% reduction in
overall vulnerabilities.

¢ Created dashboards and prioritization reports, reducing remediation time by 50% and improving risk management by 30%.

Security Monitoring :

e Operated in a 24x7 high-paced environment, maintaining a 99% uptime for security monitoring systems.

o Collaborated with network, application, and system administrators to resolve security issues, reducing incident resolution time by
40%.

e Resolved over 50 incidents and 100 change requests within established SLAs, achieving a compliance rate of 100%.

o Investigated user-reported phishing emails and reduced successful attacks by 100% through static analysis, header inspection, and
sandboxing.

Customer Champion:
¢ Managed 8 clients over a period of 4.5+ years and was made a customer champion for 3 Major BFSI giants based in the UK.

Penetration Testing Management:
e Managed penetration tests for BFSI applications, Infrastructure, and websites, which involved configuring Kali OS, liaising with the
pentester, and tracking findings for remediation.

EDUCATION

Bachelor of Engineering (Computer Science), Sinhgad Institute of Technology 2017 -2021 | Pune, India

SKILLS

Vulnerability Management Detection & Response (VMDR): Qualys.

Endpoint Detection and Response: CrowdStrike.

Security Information and Event Management (SIEM): Logrhythm.

Email Monitoring:: Phishing Email, DLP Email, Personal Email.

Tools: AWS Secrets Manager, AWS Guard Duty, AWS Security Hub, Entrust, Imperva WAF, Jira, Service Now, Trend Micro.

Soft Skills: Leadership, Project Management, Presentation, Adaptability, Communication Skills.

ACHIEVEMENTS

¢ Awarded Star of the Month for completing the TCS Digital Milestone.
¢ Awarded Star of the Quarter for consistently delivering client deliverables on time, playing a critical role in establishing security
controls for a new environment, and implementing domain admin restrictions to enhance the organization’s security posture.
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