MANGALAM SRIVASTAVA

CYBERSECURITY ANALYST

OBJECTIVE

Dedicated Cybersecurity professional with expertise in vulnerability assessment ,
penetration testing , threat detection, and malware analysis. Seeking to leverage
technical proficiency to enhance organizational defenses in the cybersecurity domain.

INTERNSHIP EXPERIENCE

Offensive Security Intern
CyberSapiens, Mangalore, India | Jan 2025 - Present

e Engaged in Certified Ethical Hacker , covering penetration testing , techniques
and exploit reporting.

e Excelled in practical web security challenges by solving Portswigger labs,
focusing on real-world vulnerabilities .

e Learned API & Mobile security fundamentals , authentication flaws , impacts ,
testing and mitigations .

e Working on VDP targets , identifying ,reporting bugs and collaborating with the
community to strengthen cyber defenses.

e Awarded as “ Best Performer — May 2025 “ .

Information Security Intern
Amroha Police Department, Uttar Pradesh | June 2025

e Participated in a hands-on cyber internship focused on real-life investigations,
evidence collection, mobile/iOS forensics and dark web.

e Learned FIR-to-evidence workflows, cyber laws, and forensic techniques from
experts like Dr. Rakshit Tandon, Dr Deepak D3 Forensics, Saumay Srivastava,
and Dr. Ooppss.

e Enlightened with law enforcement on practical case scenarios and gained
exposure to forensic tools and protocols used in policing.

Cybersecurity Intern
Edunet Foundation ,Bengaluru, India | Jan 2025 — Feb 2025

e 6 weeks Internship in collab with [.B.M. Skillsbuild and A.I.C.T.E.

e Worked on project “ Secure Data Hiding using Steganography “ .

e Developed and Implemented encryption and decryption within image files
preventing sensitive data breach , enhancing data security .

EDUCATION
Masters Of Computer Application ( Cybersecurity ) | 2025-2027
JECRC University , Jaipur, India
Bachelors Of Computer Application | 2021-2024

Babasaheb Bhimrao Ambedkar University , Lucknow , India

PROJECTS

Security Header Analyzer
+ Web-based tool that helps users analyze the security headers of any website.
Secure Data Hiding

+ Steganography Tools that securely hides and extracts data within images.

ACHIEVEMENTS & CERTIFICATES

+ Tata Group — Cybersecurity Analyst Job Simulation| Forage

¢ Geo-data sharing and Cyber Security| I.S.R.O.

¢ Cybersecurity Fundamentals | 1.B.M.

¢ “HackJMI2025 ” — Participated Built a Web Header Analyzer Tool for detection
of missing and weak security headers.

¢+ “CODE@BBAU1.0 “ — Participated in University Hackathon tackled 12 out of
15 challenges , demonstrated skiils in problem — solving.

CONTACT

‘- +91 8858042751
g mangalhere27@gmail.com
ﬂﬂ mangalam-srivastava27

O cryptman297

9 Jaipur, India

PERSONAL DETAILS

¢ Nationality: Indian
¢ Languages: English | Hindi

SKILLS

V.A.P.T. (Web , Api, Mobile )
Threat Hunting & Intelligence
Reporting & Documentation
Agile Mindset & Adaptability
Conflict Resolution

Multitasking & Efficient
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KNOWLEDGE

¢ ClAtriad

¢ 1SO 27001:2013

¢ PCIDSS, HIPAA, NIST
¢ OWASP Top 10

¢ Cryptography & Hashing
¢ Security Controls, GRC
¢ Risk Management

¢ Data Privacy, GDPR

¢ CyberAttacks

¢ Data Breaches

TOOLS

¢ Penetration Testing —
Burp Suite , OWASP ZAP , SQL
Map., XSS Strike , Postman

¢ Nmap, Wireshark , QUALYS

¢ OSINT

¢ O.S. - Windows, Linux ( kali,
Ubuntu , Kodachi ), Parrot
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