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RAJESH KOLAGATLA

+91-9703012280|  krajesh.439@gmail.com

PROFESSIONAL SUMMARY

8+ years of experience in Information Security, Network Security, and Production
Support, with expertise in Endpoint Security, SIEM/SOC tools, and Microsoft
Cloud Security (Azure/AWS).

Skilled in managing and resolving security incidents, phishing analysis, malware
investigation, and cloud asset remediation.

Proficient in tools like Splunk, Microsoft Defender (MDE), Mimecast, Barracuda,
and Nessus.

Experienced in working across multi-geo cloud deployments, endpoint
integration, and email security gateways.

Proven ability to collaborate with stakeholders, deliver secure environments, and
drive high-quality incident responses.

PRIMARY SKILLS
Microsoft Defender Suite (MDE, Defender for Cloud, Defender for Endpoint)

Splunk SIEM, Azure Security Center, AWS Security Hub
Email Security: Barracuda, Mimecast, Hornet, Sophos
Endpoint Security Tools: Seqgrite EPS, Sophos AV, MacAfee

Network Security: Cisco Firewalls, Forcepoint, Sophos Proxy,Zsc Zscalar Proxy

SECONDARY SKILLS
Vulnerability Management: Qualys
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Network Tools: Ping, Tracert, Telnet

Routing & LAN Protocols: RIP, EIGRP, OSPF, STR, VLANs

PROFESSIONAL EXPERIENCE

Role: Tata Consultancy Services (TCS) — IT Analyst

June 2022 - Present

Project: Culina Logistics (Jul 2023 — Present)

- Managed security tools and deployments across global business units.

- Oversaw endpoint and email security incident management.

- Deployed security tools across Azure environments.

- Handled phishing incident triage and remediation.

Project: British American Tobacco (BAT) (Jun 2022 - Jul 2023)

- Monitored Azure and AWS cloud security using Microsoft Defender, AWS
Security Hub, GuardDuty, and Macie.

- Conducted quarterly security posture reviews and improvement plans.

- Managed cloud security compliance and secure score optimization.

- Investigated phishing attacks and proxy-level threat detection.

Role: Eastern Naval Command (INCS - V) — Network Engineer

June 2012 - May 2022

- Implemented VLANS, Port-Channels, and WAN connectivity across naval sites.
- Deployed STP and redundant network topologies to minimize downtime.
- Supported secure network infrastructure in a high-availability defense

environment.

Role: Suraksha Engineering Works — Systems Engineer
Jan 2011 - May 2012
- Provided desktop and endpoint support for Hobel Bellow Company.
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- Troubleshot hardware, antivirus, and user access issues.

EDUCATION
MBA (HR & Marketing) — Vizag Institute of Technology (2013-2015)

B.Tech — Electronics & Communication Engineering — Kaushik College of
Engineering (2006—-2010)

TECHNICAL SKILLS
Protocols: TCP/IP, SMTP, ARP, ICMP, TCP, UDP

LAN Technologies: CSMA, STP, RSTP, MSTP, VTP, VLANs, DOT1Q, ISL

Routing Protocols: RIP, IGRP, EIGRP, OSPF

Diagnostic Tools: Ping, Tracert, Telnet

Security Tools: Cisco Firewalls, Seqrite EPS, Microsoft Defender Suite, Qualys
Email Security: Barracuda, Mimecast, Hornet Security

Proxy Tools: Sophos Proxy, Forcepoint,Zsc Zscaler Proxy

Antivirus: Sophos AV, MacAfee, Microsoft Defender for Endpoint (MDE)

PERSONAL DETAILS
Date of Birth: 27th August 1989

Languages: English, Hindi, Telugu

Current Location: Hyderabad
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