Ujjwal Yadav

@ linkedin.com/in/ujjwal-yadav & ujjwalyadav255@gmail.com ¢J +91 9810362550

PROFILE

Certified Cyber Security Analyst with hands-on experience in penetration testing for web, mobile, API, and
network security. Proficient in using tools like Burp Suite, OWASP ZAP, Nessus, Nmap, and Metasploit to
identify and remediate vulnerabilities. Skilled in comprehensive report writing and aligning security practices
with OWASP Top 10 and industry standards .

EDUCATION
JIMS Engineering Management Technical Campus 2024
Bachelor of Technology in Computer Science Current GPA: 8.516
Dynasty International School 2020
Class XII (CBSE) Percentage: 80
Dynasty International School 2018
Class X (CBSE) Percentage: 78.6

SKILLS

Technical Skills: VAPT (Vulnerability Assessment and Penetration Testing), Web Application Security, Mobile
Security (Android/iOS), Network Security, API Security, Secure Network Design, Comprehensive Report Writing, OS
(Linux, Windows), Threat Knowledge (OWASP Top 10)

Testing Methodologies: Black-box, White-box, Grey-box

Tools: Burp Suite Pro, Netsparker (Invicti), OWASP ZAP, Wireshark, Aircrack-ng, Nessus, Nmap, Metasploit, Loxs,
MobSF, Dirbuster, Nikto, Accunetix, Postman, SQLMAP

Languages: Python, Kali Linux

EXPERIENCE

Cyber Security Analyst | Intern August 2024 — Present
INFOCUS IT CONSULTING PVT. LTD. (CERT-In Empanelled )
» Conducted penetration tests for web apps and networks using OWASP ZAP, Burp Suite, and Metasploit.
o Identified API vulnerabilities with Postman and reviewed firewall rules for misconfigurations.
 Delivered reports with findings and remediation steps.
Cyber Security Analyst | Intern March 2024 — May 2024
Vserv Infosystems Private Limited
» Discovered and reported critical web app vulnerabilities using Burp Suite and Nessus.
» Performed mobile security tests with MobSF and documented risks.

+ Created detailed security reports and recommendations.

CERTIFICATIONS
Certified Ethical Hacker (CEH) v12 2024
EC-Council
Ethical Hacker 2024

Cisco Network Academy

Mastering SQL Injection - The Ultimate Hands-on Course 2024
Udemy
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