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Mukul Dev Gaur
Cyber Security

Results-driven cybersecurity professional with
hands-on experience in ethical hacking,
vulnerability assessment, and penetration
testing. Skilled in web application security,
network security, and compliance standards
such as OWASP, NIST, and ISO 27001. Adept at
utilizing security tools like Burp Suite, Nessus,
Wireshark, and Metasploit to identify and
mitigate security threats. Passionate about
strengthening IT infrastructure and ensuring
robust security postures for organizations.
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Noida, India §

EDUCATION SKILLS
) ) Web Application Security testing (OWASP Top 10, SQL
Bachelor In Computer Applications Injection, XSS, privilege Escalation)

Galgotias University - _ _
o Vulnerability Assessment & Penetration Testing (VAPT)
07/2021 - 07/2024 1st Division Distinction
e Web Development Network Security & Protocols

e C++, Python, Javascript Cybersecurity Tools: Burp Suite, Nessus, Acunetix,

« DBMS, Mysgl , Networking Metasploit, Wireshark, Nmap, OpenWAS, Qualys

Security Compliance & Standards: OWASP, NIST, ISO 27001

Operating Systems & Platforms: Kali Linux, Windows,
Linux Administration

Cyber Security & Ethical Hacking Diploma

07/2024

Courfes CISCO Certified Network Associate (CCNA) PERSONAL PROJECTS

- Linux Administration e Finger Print Matching Using Python
e Location Based Advertisement System

WORK EXPERIENCE
CERTIFICATIONS

Cyber Security Intern Certified Ethical Hacker (CEH) - EC Council

Cloud Computing AWS

Codec Networks Pvt. Ltd., Delhi, India
07/2024 - Present

Achievements/Tasks Zscaler Cybersecurity Fundamentals Associate

® Gained hands-on experience working on live
cybersecurity projects for various organizations.

Cyber Security From Palo Alto

. ] Data Analytics With Python From IBM
* Performed Vulnerability Assessments and penetration

Testing (VAPT) for web applications and networks.

¢ Conducted security scans using Nessus, OpenVAS, and Fundamentals Of Network Security Palo Alto

Qualys to identify vulnerabilities.

* Simulated cyberattacks using Metasploit, Burp Suite, Networking From Juniper Networks
and Nmap to assess security defenses.

® Provided detailed reports on security flaws, including
risk analysis and remediation strategies.

* Worked with firewalls, IDS/IPS, and security protocols LANGUAG ES
to enhance cybersecurity measures.

Hindi English
Full Professional Proficiency Full Professional Proficiency
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