AKASH BHASKAR KARAD
Cyber Security Analyst || Netpulse Services India Pvt Ltd

A Highly motivated professional having experience in Cyber Security Analyst, who wants to be a part of
challenging, innovative, and creative organization which can help contribute to my skillset and enhance my
knowledge through a real time work experience.

Email; Akashkarad31@gmail.com Phone: +918208958626
Location: Pune Linkedin Profile
SKILLS

Soft Skills: Analyzing Security System Logs/Security Tools and Data, Creating/Modifying, and Updating
Security Information Event Management (SIEM), MITRE Mapping, Providing Timely and Relevant Security
Reports, Data Management, Analytical Skills, Creativity, Productivity, Teamwork, Presentation Skills,
Problem-Solving.

EXPERIENCE

Cyber Security Analyst ---August 2023 — Present
Netpulse Services India Private Limited, Pune, Maharashtra

 Handling and analyzing incidents and events on different security platforms like Rapid7, Microsoft
Defender, Bitdefender, and Azure Sentinel.

» Working with the OTRS ticketing tool involves creating tickets and generating ticket reports.

» Managed and applied patches on servers and assets using Kaseya and Smart Office to ensure up-to-
date security and compliance.

» Conducted domain and IP address range scanning using OWASP ZAP and OpenVAS to identify
and address security vulnerabilities.

+ Created and maintained comprehensive monthly security reports using Rapid7 IVM Console.

Cyber Security Analyst ---March 2022 — 21 July 2023
Inspira Enterprise India Limited, Mumbai, Maharashtra

» Monitoring and analysis of cyber security events using security technologies like SIEM QRADAR
SPLUNK RSA MCAFEE.

» Working On Ticketing Tools - XSOAR, SYMPHONY, JIRA, Fresh Now (ITSM).

 Execution of SOC procedures.

« Analysis of phishing emails reported by internal end users.

« Escalation of incidents to be handled to L2 SOC team, when relevant

« Triage security events and incidents, detect anomalies, and report/notify remediation actions to the
responsible team, and ensure proper tracking until closure.

 Regular notifications and periodic reporting on operational activities.

Associate Product Support Intern ---April 2021 — February 2022
Splash Gain Technology Solutions Pvt Ltd, Pune, Maharashtra

« Data pre-processing (using excel to clean and validate data)

¢ Querying data from database using simple SQL queries.

e Client Management (Planning and collaborating)

¢ Technical and Functional Support (For Domestic and International Clients)


mailto:Akashkarad31@gmail.com
https://www.linkedin.com/in/akash-karad-166620149/

EDUCATION

Post-Graduation Diploma in Cyber Security
Tilak Maharashtra Vidyapeeth Pune 411037. ---(2019-2020)
Percentage: 73.14%. CGPA 7.81.

Key Skills: Cyber Security, Cybercrime investigation, Computer Forensics etc.
Technical Tools: Wireshark, Burp Suite, ZapProxy, OpenVas, Nmap and Aircrack —ng.

Post-Graduation Diploma in Cyber Law
Narayanrao Chavan Law College Nanded 431602. ---(2017-2018)
Percentage: 59%.

Knowledge: Cyber Law, Information Technology Act 2000.

Bachelor Of Arts

Swami Ramanand Teerth Marathwada University

Yeshwant College Nanded 431602. ---(2013-2016)
Percentage: 64%.

BADGES AND TRAININGS

e SOC Analyst Program
Thinknyx Technologies
08th March to 26th April 2022.

e Microsoft Certified Security Operations analyst
Microsoft
Issued April 2024 - Expires April 2025
Credentials — ID 2A367A83C5B2AD6A

e Foundation of Operationalizing MITRE ATTA&CK
AttacklQ - Issued Jul 2022.

e Top ATTA&CK Techniques
AttacklQ - Issued Jul 2022.

e Introduction to Cyber Security
SkillUp Online
Credential ID 3777112 - Issued Sep 2022.

e Ethical Hacking for Beginners
SkillUp Online
Credential ID 3770743 - Issued Sep 2022.

e NSE-1
Issued By Fortinet March 2023

e Ethical Hacking with Nmap
Issued By Code Red April 2033
Certification Number —213427.

e Intro to the Linux Command Line
Issued By the Taggart Institute Serial
Number - cert_0qtg30yc



ACHIEVEMENT

Star Performance Award 2021-2022
Splash Gain Technology Solutions Pvt Ltd, Pune.

Star Performance Award Quarterly June 2023
Inspira Enterprise India Limited, Navi Mumbai.

LANGUAGES

English — Professional
Marathi — Native

Hindi — Native and Bilingual
PERSONAL DEAILS

Name: Akash Bhaskar Karad.
Address: BHAGABAI Niwas Lokmitra Nagar Purna Road Nanded 431605.
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