Hiren Upadhyay Aspiring Penetration Tester

CONTACT Phone: +91 9104553999 Address: 756/2B, Sec-21, Gandhinagar, Gujarat
Email: hirengnrO4@gmail.com LinkedIn: https://www.linkedin.com/in/hiren-upadhyay-
ab81a8244/

PROFESSIONAL Application Security Intern | 17" June 2024 - 16" Dec 2024
EXPERIENCE Web Application and API Testing

e Tested more than 40+ Web Applications where a checklist of more than 250
vulnerabilities checked for each application

e Conducted API test of more than 150 endpoints in a single application

e Engaged in Blackbox and Whitebox testing to assure application robustness and
improved defense

e Conducted practical sessions of different vulnerabilities in Web applications and
APIs for juniors

Web Developer | 6™ Oct 2022- 20™ Jan 2023
Website Development and Maintenance

¢ Made Fully Dynamic website using HTML, CSS, JS, Php as the part of the training
program

¢ Maintained robustness and flaws of the pre-build applications hosted on the
domain

EDUCATION Silver Oak University | 2023-2025
Master Of Science In Cyber Security And Digital Forensics

e CPA: Result Pending

Kadi Sarva Vishwavidyalaya | 2020-2023
Bachelor Of Computer Application

» CPA:7.67
CERTIFICATES EJPTv2]| 2024 Web Development | 2023
Practical Penetration Testing Exam by Website development and management by
elLearn Security & INE H&B

Complete Python Bootcamp | 2024
Python Training course by Udemy

SKILLS ¢ Technical Skills : Penetration Testing, Vulnerability Assessment, Web Application
Security, API Testing, Network Security
e Tools : Nmap, Burpsuite, Kali Linux, Wireshark, tcpdump, Wireshark, Metasploit, SQL Map,
Dirbuster, Netcat, Nessus
¢ Programming Skills : Python, PHP
¢ Soft Skills : Problem Solving, Communication, Analytical skills, Team Work



