FARHAN KHAN

SENIOR ASSOCIATE

CONTACT PROFILE

e +919870349712 Cyber Security consultant with 8 years of experience in Cyber Security and
Cloud Security technologies with in-depth knowledge on fundamental

N farhaankhaan92@gmail.com working of multiple Network Security concepts & working with team to in a
challenging and competitive environment. Excelled in Analysis, Cyber

Q Ulwe, Navi Mumbai-410206 Security Design and security enhancement, Threat Analysis, Migration, and

Maintenance in the full data life cycle.

WORK EXPERIENCE

EDUCATION

¢ PricewaterhouseCoopers PWC MAR 2023 - JULY 2024
2014 Sr.Associate

MUMBAI UNIVERSITY ) ) )
« Design and Implement Cyber security services for the cloud

* Bachelor of Engineering » Publish, maintain security baseline configurations for Azure

» Audit and Review of Network Architecture of BFSI environment

e Engage with clients in strategic discussions to provide best in class
Cybersecurity / IT Strategy and industry guidance to maximize client’s
long-term business objectives

» Design and develop Security policies and framework for banking clients.

» Review security solutions and advising enhancements for the product

9 Doyen Infosolutions Pvt Ltd
SKILLS Sr. security Analyst Sep 2015 - Feb 2023

» Pitched the security product to the client by providing POC

e Providing Critical Administration support for NGFW which includes

Cloud Security - AWS resolving issues related to IPsec & SSL

o Experience in McAfee SIEM design, Architecture and used cases
configuration

Network Security - « Integrating log sources with SIEM platforms

Firewall/WAF/DDOS/IPS » Implementation of NAC (Agent-less & Agent based) in Centralized
Deployment mode

« Implementation of NMS tool

Security Monitoring - SIEM

Data Security/Privacy
Endpoint Protection - EDR, EPP

m FUNCTIONAL SKILLS

e CCNA
e EC-CEH
e Fortinet NSE 3

e Banking Industry Domain
e Compliance - RBI SEBI, IRDAI, CERT-IN, NCIIPC
» Strategic Technology Advisor




